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Convergence = Confusion _Q@ N~

The Webkenabled Internet, coupled with
the emergence and convergence of
iInnovative digital technology such as

Social'Networks
Mobile Platforms

Cloud Based Computing
continues to challenge our legal &regulatory systen
creating confusion and consternation

Privacy vs Survelllance
Ownership vs Control
Employee vs Consumer
Medium vs Message
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Convergent Digital Technology _Q@ N~

IS Transforming

Trademark and Service Mark Protectior
Into
Brand and Reputation Management

Copyright Protection
Into
Artistic Expression and Innovation

Search, Context & Location Behavior
INto
Surveillance, Privacy and Data Protectio
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Not the First Time Iin History
New Technology Has Created Confusion

Earliest Recorded Help Desk Interaction
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The Rise of Cloud Computing _Q@ N~
"9 -
oud Computing
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Information services delivered o
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AND
With IPv6 there is a
unique, static IP address for every devic
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Infrastructure

as a Service
(EERY)

Cloud
Computing

Platform Software
as a as a
Service Service

GEEN)
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Cloud Formations

Users

A OpEXx
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Public Cloud

SaaS

PaaS

laaS

|
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A34343
Public Clouds

A Faster & cheaper to get
started (e.g., dev & test):

A Economies of scale
A Simpler to manage

ReedSmith

Hybrid Cloud

Both offer

w High efficiency
w Elastic capacity
w High availability

The business of relationships.

Fifth Annual Registrar Summit

Private Cloud

SaaS |

PaaS '
Users —l_%u
CRCRL
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Private Cloud

w Greater control over IT
environment and processes

:oo Easier to integrate
w Lower costs long term
w CapEx& OpEx
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Public Clouds

A Open for use by general public

A Exist beyond firewall, fully hosted and managed by the
vendor

A Large scale infrastructure available on a rental basis
A Fully customer selervice
A Service Level Agreements (SLAS) are advertised

A Requests are accepted and resources granted via web
services

A Customers access resources remotely via the Internet
A Accountability is €éommerce based

A Web-based transactions

Adat fagyoud 2 ¢ | yate subdcription

A Customer service, refunds, etc.
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Private Clouds

A Within the boundaries (firewall) of the organization

A Most functional advantages of public cloud but:
A No reduction in operational costs

A Still requires full management resources of and by the
enterprise

A Granular control over resources

A More secure

A Resource utilization based on enterprise business demanc
A

|deal for apps related to tight security and regulatory
concerns

A Development and capacity planning requires hardware
Investments and #house expertise

A Cost could be prohibitive and exceed public cloualsility to
amortize restricted/limited

ReedSmith

REGISTRAR SUMMIT The business of relationships.

Fifth Annual Registrar Summit 201; O 0TING BY %’G‘ Daddycon.




Hybrid Clouds _ [CE

A Hybrids more like derivative private clouds

A Users want private clouds to export the same APIs as
public clouds

A Data storage model is often key

A No good way to translate SLAs in cloud allocation che
Aa/ f 2dzR . dzNBRUAY3IE GgAff 2

A Customer SLAs allow applications to consider cost as
first-class principle

A Buy required computational, network, and storage
capabilities
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Cloud Computind/lade Easy
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Cloud Computing
What Me Worry?

Privacy & Data Security Antitrust — Competition

Regulatory Compliance Pricing
Intellectual Property Shared Applications
Performance Metrics Shared Infrastructure

Jurisdiction Shared Data Resources
Litigation & Government Competitive Issues

Termination Enforcement Issues

Tax S
_ e The 800 Pound Gorillain the Room:
Business Continuity Interoperability
Insurance Availability & Access
ReedSmith
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Cloud Computing Legal Issues _Q@ 5

Jurisdiction

A Whose law governs?
A Applications? Content? Input? Output? Content

A Data Protection & Privacy Laws?
A Consumer Protection Laws?

A Due Process; Subpoenas; Government Access

A Export Control?

A Can Contract Law Dictate Where My Data Reside
A Conflicts of Law

ReedSmith
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Cloud Computing Legal Issues _Q@ N~
Regulatory Requirements

If applications (processes), infrastructure operational
capabilities and resources and/or data is subject to regulatc
requirements (e.g., HIPAA, GLB, PCI DSS, FISMA, SOX, L
Breach/Identity Theft; Security Regulations, Déddnk,
FINRA, etc.), then:

AHow do | ensure compliance in a cloud environment?

AWho is responsible for breaches or violations: By statute
(jurisdiction); By contract? By treaty?

AWill | be able to monitor compliance? Access an audit trail?

AAm | permitted to move the applications, infrastructure
resources and/or data trarnlsorder?

ReedSmith
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Cloud Computing Legal Issues _Q@

Governmental &ThirdParty Litigation Access

Als the provider required to notify you upon receipt of a
subpoena, search warrant, regulatory inquiry or other lawfL
request for your information? (Some subpoenas forbid sucl
notification).

A2 Aff (KS Of 2dzR LINRPQOARSNJ as
iInquiry?

AWill the cloud provider seek a protective order to prevent o
limit disclosure?

Aln the event of litigation, how are litigation holds enforced?
What procedures ensure data is segregated and retained?

AHow are ediscovery requests handled? How would metada
be protected? How Is information searched for and retrieve

AWhich party bears the costs associated with processing da
for discovery purposes?

ReedSmith
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Cloud Computing Legal Issues _Q@ N

Privacy and Data Security

Federal Multiple sectorspecific privacy laws

\ Education informatiorgf FERPA

Medical informationc HIPAA, the HITECH Act

Financial datg GrammLeach. ft Af S& o6aD[ . ! €0
Disclosure to law enforcement agencie&SA Patriot Act

Electronic communicationsECPA

EDiscoverl CSRSNY f wdzf Sa 2F [/ AQAft

State Databreach, SSN, health and financial privacy, etc.

International: Personal data within E¢JThe European Union Data
Protection Directive; Data laws of non {Sthtes (i.e., Australia, Canada &
now, Mexico); Data Transmission Across National Borders

Contract / 2y FARSYGAIIfAGET tleaySya /1
Standards; DAA and other sedfgulatory or contractual privacy standarc

Internal Policy Audit: Provider QualificationsAs 70 /1S0 27001)
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Cloud Computing Legal Issues _Q@ >

Key Contract Issues

ADisclaimer of warranties: AAs Is/As Available.

Limitation of liability. AIndemnification obligations.
AForce Majeure. A Confidentiality obligations.
ARegular Maintenance / ALocation of data; application

Scheduled DowiTime. processes.

AThird Party Beneficiary Rightét N2 @ A R-SoNtiactinga d
Alnsurance; Yours? Theirs? rights; Assignment.
ARemedy for breach of SLA. AChoice of Law.

ARemedies/Recourse for A Interoperability/Interface
negligence? Breach of Standardg; You? Others?

_contract? A Standardizatior

ARemedies for SLA Failure Interoperability

APricing Models A Competition

5284 0dzAaAYSaa AYUISNNHzZIIAZY 66G. LEVO
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Cloud Computing Legal Issues _Q@

Tough Contract Questions

52Sa 0KS LINPGYARSNIQa 02y uN)C

AAfford a unilateral right to limit, suspend, or terminate the service (with
without notice; for any reason or no reason).

ADisclaim or severely limit liability relating to service quality & availalajlity
I KS Sa4aSyOS 2F LINPYARSNXQ& 20f AT

AEnsure no one other than your company has access to the data, even
hosted on a shared server?

ARequire provider to frequently monitor its server to confirm data is
properly segregated?

APermit provider to deny access as a-4wfp remedy based on actual or
alleged default?

APermit the provider to access, redistribute, reformat, alter or otherwise
affect or take some action with respect to programs, applications, cont
datag what if the provider is both a host and a programming/ web
development supplier?

ReedSmith
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Cloud Computing Legal Issues _\,t«

Hey, You, Get Off of My Cloud

Review termination provisions for:

AReasons for Termination |
ANotice requirements Il," |
ATransition services, if any ‘|||I|'|'||'lll'l”"""l'"
ATermination / winddown costs g o
AReturn of data and other materials, programs, documentation, etc. |
At N2 ARSNIRA RSt SUA2YKNBOSYUAZY
Als provider permitted to terminate use/access anytime, for any reasot
A2 KIiQa @2dzNJ SEAG adN)rGS3aes AT ¢
AData Format/Data Transfer/Data Disposal / Data Return / Data Backt
ATransition Assistance

AEncryption Complications

ReedSmith
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Cloud Computing Legal Issues _Q@ o
Breaking Up Is Hard To Do

Sec. 12.5 Salesforce.com Master Cloud Subscription Agreet
(Last Updated: January 31, 2009)

! LI2Yy NBIljdzSaag oé& [ 2dz Yl
effective date of termination of a Purchased Service
subscription, We will make available to You for
download, a file of Your Data comma separated vall
(.csv) formatlong with attachments in their native
format. After such 36day period, We shall have no
obligation to maintain or provide any of Your Data ar
shall thereafter, unless legally prohibited, delete all c
Your Data in Our systems or otherwise in Our
possession or under Our contebdl.

ReedSmith

. DOMAIN REGISTRATION
REGISTRAR SU MMIT The business of relationships.

Fifth Annual Registrar Summit 201; & HOSTING BY %G‘ Daddycon.




The Silver Lining

A Access to computing and data storage services (hardware
software);

A Ondemand delivery over a network, independent of device
andlocationca LJ- € |a e2dz I2€¢ LINAO

A Shared resources dynamically scalable, virtualized and
available with minimal service provider intervention.

AA metering system that segments computing and storage
resources into appropriate blocks.

A Users pay for the service as an operating expense without
Incurring significant initial or recurring capital expenditure.

A Reduced need for thouse computer and staff resources.

A Reduced expenditures for acquiring, maintaining and
upgrading equipment, software, and infrastructure.

A Optimize redundancy/disaster recovery.

ReedSmith
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Cloud Trends to Watch

Government regulation, perhaps akin
To FCC or PTT type interexchange, availability.
regulation, as well as tax considerations are likely to

ata
rge

Telecom providers will close
the gap between public and
private cloud environments

Cloud providers and
infrastructure builders will
Invest in security and
compliance management

Clouds are inherently multjurisdictional, interoperable and
subject to varied governmental legislation, regulation and
judicial oversight.

ReedSmith
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The Rise of Mobile

Mobile devices combine the utility of fixed telephone
the Webenabled Internet, desktop and laptop

computers, credit and debit cards, game console:

I|brary radlo and TV functlonallty storage devices ¢

canniba
an un

6SQUS 2yt é 2dzai

Because of its mulunctional characteristics and
reach, and because mobile devices continue to

1ze some or all of the features and function:

paralleled number of other applications and

Inventions, these devices will impact our lives in mc

ways than we can imagine. . . ..
ReedSmith
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The Rise of Mobile _ o
St
ISCOUNTSEA & Events ewspapers
. Coupons '

. & Magazines

- by
Mss TV, Radio -

. Search & HEnail . & Movies

Music ‘

A
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Mobile Phone Functionality
Reaches New Heights

| ReedSmith
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Everything (6es Has Gone Mobj . C&?j

Web Technology, GPS, RFID, Bluetooth, QR Cod
Augmented Reality and Virtual Reality Further Bl
Traditional Legal & Regulatory Distinctions

User Search & Input
Geo Targeting o Location, Location, Location
Coupling Location with Context
Coupling Location with Behavior
Location Sharing Capabilities
U Among Users
U Among Devices
U Social Networking Coupled with Location Sharing
U Surveillance Capabilities

ReedSmith
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Mobile in Context _Q@ S

Asof January2007.

800 million cars,850 million personalcomputers,1.3 billion landline
phones,1.4 billion credit cardsand 1.5 billion TVsets Mobile phones
In use?2.7 billion, estimatedat 6 billion by the end of 2013

00 million emailusers 1.8 billion SMStext messagingisers

2.7 billion phonesin use, eventaking 10% as multiple subscriptions
about 36%o0f the planetspopulationcarriesa mobile phone

An 2006 about 950 million mobile phoneswere sold worldwide and of
those, at that time, about 66% had built-in cameras 30% had MP3
playersand 80% had color screens All could accesghe web (at least
viaWAP)and exchangeSM3text messagesover 66%were high speed
(at leastGPRSEDGE/CDM2O001XRTTand 20% of were 3G phones
4G is currently being deployedand global (dual GSM/CDMAEapable
phonesbeingsoldat staggeringates

In 2011 Apple sold more iPhone,than it had sold Mac computers
overthe last17years

ReedSmith
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Mobile Is .

APersonal: always attributable to an |nd|V|dua
APervasive; one screen unites everything
Alnstantc here and now

ALocalc it goes where you go

First thing you check when you wake,
last thing you check before going to bet

Within reach over 80% of every day ! !

92% of owners cannot get through a typical day
without using their mobile phone

Source: The Mobile Life, YouGov Survey 2006

2 Ké R2 &2dz 0KgelR] LIKRFE&
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Demographics are Changing
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Geolocation Apps Collect Informa_

Gaming Deals Search & Community

foursquare

Xscungr=X
h'lgm LEZPess

Z Z I]vP ]Jv_ u}3]A § C Aop £ Z
Deals, information, interaction, bragging rights
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