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What's in a Domain Name?  
 

Registration by Any Other Name  
Would Still Create Legal Issues  

 
Clouds, Mobile & Internet Domains ς What Me Worry? 



LǘΩǎ !ƭƭ !ōƻǳǘ ǘƘŜ LƴŦƻǊƳŀǘƛƻƴΗΗΗ 
 

Sneakers ð All About the Information  



Convergence = Confusion 

The Web-enabled Internet, coupled with  
the emergence and convergence of  
innovative digital technology such as 

 Social Networks 
Mobile Platforms 

Cloud Based Computing 
continues to challenge our legal &regulatory systems,  

creating confusion and consternation 

Privacy vs Surveillance 
Ownership vs Control 

Employee vs Consumer 
Medium vs Message 



Convergent Digital Technology 
is Transforming 

Trademark and Service Mark Protection 
into 

Brand and Reputation Management 
 

Copyright Protection 
into 

Artistic Expression and Innovation 
 

Search, Context & Location Behavior 
into  

Surveillance, Privacy and Data Protection 



Not the First Time in History 
New Technology Has Created Confusion 

First Help Desk  

Earliest Recorded Help Desk Interaction  



The Rise of Cloud Computing 

AND 
With IPv6 there is a  

unique, static IP address for every device 

Cloud Computing 
ά5ȅƴŀƳƛŎŀƭƭȅ ǎŎŀƭŀōƭŜ ǾƛǊǘǳŀƭƛȊŜŘ 
information services delivered on 
ŘŜƳŀƴŘ ƻǾŜǊ ǘƘŜ LƴǘŜǊƴŜǘΦέ   

 

¸ŀƴƪŜŜ DǊƻǳǇΥ ά/ƭƻǳŘǎ ƛƴ нлмлΥ ±ŜƴŘƻǊ hǇǘƛƳƛǎƳ aŜŜǘǎ 9ƴǘŜǊǇǊƛǎŜ wŜŀƭƛǘƛŜǎΣ ¸ŀƴƪŜŜ DǊƻǳǇ wŜǎŜŀǊŎƘΣ LƴŎΦ  



Cloud Rainmakers 



Attributes of Cloud Computing 

Cloud 
Computing 

Infrastructure 
as a Service  

(IaaS ) 

Software 
as a 

Service  

(SaaS) 

Platform 
as a 

Service  

(PaaS) 



Public Clouds 
 

ÁFaster & cheaper to get 
started (e.g., dev & test) 

ÁEconomies of scale 

ÁSimpler to manage 

ÁOpEx 

Private Cloud 
 

ωGreater control over IT 
environment and processes 

ωEasier to integrate 

ωLower costs long term 

ωCapEx  & OpEx 

Both offer 
 

ωHigh efficiency 

ωElastic capacity 

ωHigh availability 
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Private Cloud 

Hybrid Cloud 

Cloud Formations 

IaaS 

PaaS 

SaaS 

Users 

Users 



ÁOpen for use by general public 

ÅExist beyond firewall, fully hosted and managed by the 
vendor 

ÅLarge scale infrastructure available on a rental basis 

ÅFully customer self-service 

ÅService Level Agreements (SLAs) are advertised 

ÅRequests are accepted and resources granted via web 
services 

ÅCustomers access resources remotely via the Internet 

ÅAccountability is e-commerce based 

ÅWeb-based transactions 

Åάtŀȅ-as-you-Ǝƻέ ŀƴŘ Ŧƭŀǘ-rate subscription 

ÅCustomer service, refunds, etc. 

Public Clouds 



Private Clouds 

ÁWithin the boundaries (firewall) of the organization 

ÁMost functional advantages of public cloud but: 

ÅNo reduction in operational costs 

ÅStill requires full management resources of and by the 
enterprise 

ÁGranular control over resources 

ÁMore secure 

ÁResource utilization based on enterprise business demands 

ÁIdeal for apps related to tight security and regulatory 
concerns 

ÁDevelopment and capacity planning requires hardware 
investments and in-house expertise 

ÁCost could be prohibitive and exceed public clouds - ability to 
amortize restricted/limited 



ÁHybrids more like derivative private clouds  

ÁUsers want private clouds to export the same APIs as the 
public clouds 

ÁData storage model is often key 

ÁNo good way to translate SLAs in cloud allocation chain 

Åά/ƭƻǳŘ .ǳǊǎǘƛƴƎέ ǿƛƭƭ ƻƴƭȅ ǿƻǊƪ ƛŦ {[!ǎ ŀǊŜ ŎƻƴƎǊǳŜƴǘ 

ÁCustomer SLAs allow applications to consider cost as 
first-class principle 

ÁBuy required computational, network, and storage 
capabilities 

Hybrid Clouds 



Cloud Computing Made Easy 

Cloud Computing-How it all Works  



Cloud Computing 
           What Me Worry? 



Jurisdiction 

ÁWhose law governs?  

ÁApplications? Content? Input? Output? Content? 

ÁData Protection & Privacy Laws? 

ÁConsumer Protection Laws? 

ÁDue Process; Subpoenas; Government Access  

ÁExport Control? 

ÁCan Contract Law Dictate Where My Data Resides?  

ÁConflicts of Law 

Cloud Computing ς Legal Issues 



Regulatory Requirements 
 

If applications (processes), infrastructure operational 
capabilities and resources and/or data is subject to regulatory 
requirements (e.g., HIPAA, GLB, PCI DSS, FISMA, SOX, Data 
Breach/Identity Theft; Security Regulations, Dodd-Frank, 
FINRA, etc.), then: 

 
ÁHow do I ensure compliance in a cloud environment?  

 
ÁWho is responsible for breaches or violations: By statute 

(jurisdiction); By contract? By treaty? 
 
ÁWill I be able to monitor compliance? Access an audit trail? 

 
ÁAm I permitted to move the applications, infrastructure 

resources and/or data trans-border?  

Cloud Computing ς Legal Issues 



Governmental &Third-Party Litigation Access 
 

ÁIs the provider required to notify you upon receipt of a 
subpoena, search warrant, regulatory inquiry or other lawful 
request for your information? (Some subpoenas forbid such 
notification). 

Á²ƛƭƭ ǘƘŜ ŎƭƻǳŘ ǇǊƻǾƛŘŜǊ ǎŜŜƪ ǘƻ ƴŀǊǊƻǿ ŀƴ ƻǾŜǊƭȅ ōǊƻŀŘ ΨŦƛǎƘƛƴƎΩ 
inquiry? 

ÁWill the cloud provider seek a protective order to prevent or 
limit disclosure?  

ÁIn the event of litigation, how are litigation holds enforced? 
What procedures ensure data is segregated and retained?  

ÁHow are e-discovery requests handled? How would metadata 
be protected? How is information searched for and retrieved?  

ÁWhich party bears the costs associated with processing data 
for discovery purposes?  

Cloud Computing ς Legal Issues 



Privacy and Data Security 
Federal:  Multiple sector-specific privacy laws 

Á Education information ς FERPA 

Á Medical information ς HIPAA, the HITECH Act 

Á Financial data ς Gramm-Leach-.ƭƛƭŜȅ όάD[.!έύ 

Á Disclosure to law enforcement agencies ς USA Patriot Act 

Á Electronic communications ς ECPA 

Á E-Discovery ς CŜŘŜǊŀƭ wǳƭŜǎ ƻŦ /ƛǾƛƭ tǊƻŎŜŘǳǊŜ όάCw/tέύ 

State: Data-breach, SSN, health and financial privacy, etc.   

International:  Personal data within EU ς The European Union Data 
Protection Directive; Data laws of non EU-States (i.e., Australia, Canada and 
now, Mexico); Data Transmission Across National Borders 

Contract:  /ƻƴŦƛŘŜƴǘƛŀƭƛǘȅΤ tŀȅƳŜƴǘ /ŀǊŘ LƴŘǳǎǘǊȅ όάt/Lέύ 5ŀǘŀ {ŜŎǳǊƛǘȅ 
Standards; DAA and other self-regulatory or contractual privacy standards 

Internal Policy: Audit: Provider Qualifications (SAS 70 / ISO 27001) 

 

 

Cloud Computing ς Legal Issues 



ÁDisclaimer of warranties; 
Limitation of liability. 
ÁForce Majeure. 
ÁRegular Maintenance / 

Scheduled Down-Time. 
ÁThird Party Beneficiary Rights. 
ÁInsurance ς Yours? Theirs? 
ÁRemedy for breach of SLA. 
ÁRemedies/Recourse for 

negligence? Breach of 
contract?  
ÁRemedies for SLA Failure 
ÁPricing Models  

Key Contract Issues 

ÁAs Is/As Available. 
ÁIndemnification obligations. 
ÁConfidentiality obligations. 
ÁLocation of data; application; 

processes. 
ÁtǊƻǾƛŘŜǊΩǎ ǎǳō-contracting 

rights; Assignment. 
ÁChoice of Law. 
ÁInteroperability/Interface 

Standards ς You? Others? 
ÁStandardization ς 

Interoperability 
ÁCompetition 

5ƻŜǎ ōǳǎƛƴŜǎǎ ƛƴǘŜǊǊǳǇǘƛƻƴ όά.Lέύ ƛƴǎǳǊŀƴŎŜ ŎƻǾŜǊ ŎƭƻǳŘ ƻǳǘŀƎŜǎ ŀƴŘ Řŀǘŀ ƭƻǎǎΚ 

Cloud Computing ς Legal Issues 



5ƻŜǎ ǘƘŜ ǇǊƻǾƛŘŜǊΩǎ ŎƻƴǘǊŀŎǘΥ 
 

ÁAfford a unilateral right to limit, suspend, or terminate the service (with or 

without notice; for any reason or no reason). 

ÁDisclaim or severely limit liability relating to service quality & availability ς 

ǘƘŜ ŜǎǎŜƴŎŜ ƻŦ ǇǊƻǾƛŘŜǊΩǎ ƻōƭƛƎŀǘƛƻƴǎΦ 

ÁEnsure no one other than your company has access to the data, even if 

hosted on a shared server?  

ÁRequire provider to frequently monitor its server to confirm data is 

properly segregated?  

ÁPermit provider to deny access as a self-help remedy based on actual or 

alleged default?   

ÁPermit the provider to access, redistribute, reformat, alter or otherwise 

affect or take some action with respect to programs, applications, content, 

data ς what if the provider is both a host and a programming/ web 

development supplier?  

Tough Contract Questions 

Cloud Computing ς Legal Issues 



Hey, You, Get Off of My Cloud 
Review termination provisions for: 

ÅReasons for Termination 

ÅNotice requirements 

ÅTransition services, if any 

ÅTermination / wind-down costs 

ÅReturn of data and other materials, programs, documentation, etc. 

ÅtǊƻǾƛŘŜǊΩǎ ŘŜƭŜǘƛƻƴκǊŜǘŜƴǘƛƻƴ ƻŦ Řŀǘŀ όŘƻŜǎ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ ǎǳǊǾƛǾŜΚύ 

ÅIs provider permitted to terminate use/access anytime, for any reason? 

Å²ƘŀǘΩǎ ȅƻǳǊ ŜȄƛǘ ǎǘǊŀǘŜƎȅΣ ƛŦ ȅƻǳ ƴŜŜŘ ƻƴŜΚ 

ÅData Format/Data Transfer/Data Disposal / Data Return / Data Backup 

ÅTransition Assistance 

ÅEncryption Complications 

 

 

Cloud Computing ς Legal Issues 



 

 

 

Breaking Up is Hard To Do 
 

Sec. 12.5  Salesforce.com Master Cloud Subscription Agreement 
(Last Updated: January 31, 2009) 
 

ά¦Ǉƻƴ ǊŜǉǳŜǎǘ ōȅ ¸ƻǳ ƳŀŘŜ ǿƛǘƘƛƴ ол Řŀȅǎ ŀŦǘŜǊ ǘƘŜ 
effective date of termination of a Purchased Services 
subscription, We will make available to You for 
download, a file of Your Data in comma separated value 
(.csv) format along with attachments in their native 
format. After such 30-day period, We shall have no 
obligation to maintain or provide any of Your Data and 
shall thereafter, unless legally prohibited, delete all of 
Your Data in Our systems or otherwise in Our 
possession or under Our control.έ  

Cloud Computing ς Legal Issues 



ÁAccess to computing and data storage services (hardware and 
software); 

ÁOn-demand delivery over a network, independent of device 
and location ς άǇŀȅ ŀǎ ȅƻǳ Ǝƻέ ǇǊƛŎƛƴƎΦ 

ÁShared resources dynamically scalable, virtualized and 
available with minimal service provider intervention. 

ÁA metering system that segments computing and storage 
resources into appropriate blocks. 

ÁUsers pay for the service as an operating expense without 
incurring significant initial or recurring capital expenditure. 

ÁReduced need for in-house computer and staff resources. 

ÁReduced expenditures for acquiring, maintaining and 
upgrading equipment, software, and infrastructure. 

ÁOptimize redundancy/disaster recovery.  

The Silver Lining 



Cloud Trends to Watch 
 

Clouds are inherently multi-jurisdictional, interoperable and 
subject to varied governmental legislation, regulation and 

judicial oversight. 

Telecom providers will close 
the gap between public and 
private cloud environments 

Cloud providers and 
infrastructure builders will 

invest in security and  
compliance management 

Government regulation, perhaps akin  
To FCC or PTT type interexchange, availability and data 

regulation, as well as tax considerations are likely to emerge.  



Mobile devices combine the utility of fixed telephones, 
the Web-enabled Internet, desktop and laptop 

computers, credit and debit cards, game consoles, 
library, radio and TV functionality, storage devices and 

ǿŜΩǾŜ ƻƴƭȅ Ƨǳǎǘ ōŜƎǳƴ  

 

Because of its multi-functional characteristics and 
reach, and because mobile devices continue to 

cannibalize some or all of the features and functions of 
an unparalleled number of other applications and 

inventions, these devices will impact our lives in more 
ways than we can imagine. . . ..  

 

The Rise of Mobile 



The Rise of Mobile 

Tickets to  
Events 

Prescriptions Payments 

ID &  
Security 

Podcasts Currency 

Web Access 
Search & E-mail 

TV, Radio  
& Movies 

Music 

DVR Books 

Text, Image 
&  Voice 

Discount  
Coupons 

Newspapers   
& Magazines 

GPS Bluetooth 



Mobile Phone Functionality 
Reaches New Heights 



ü User Search & Input  

ü Geo Targeting ð Location, Location, Location  

ü Coupling Location with Context  

ü Coupling Location with Behavior  

ü Location Sharing Capabilities  

ü Among Users 

ü Among Devices 

ü Social Networking Coupled with Location Sharing  

ü Surveillance Capabilities  

Everything Goes Has Gone Mobile 

Web Technology, GPS, RFID, Bluetooth, QR Codes, 
Augmented Reality and Virtual Reality Further Blur 

Traditional Legal & Regulatory Distinctions 



As of January 2007: 

Å800 million cars, 850 million personal computers, 1.3 billion landline 
phones, 1.4 billion credit cards and 1.5 billion TV sets. Mobile phones 
in use? 2.7 billion, estimated at 6 billion by the end of 2013;  

Å800 million email users; 1.8 billion SMS text messaging users. 

Å2.7 billion phones in use, even taking 10% as multiple subscriptions, 
about 36% of the planets population carries a mobile phone. 

ÅIn 2006 about 950 million mobile phones were sold worldwide and of 
those, at that time, about 66% had built-in cameras; 30% had MP3 
players and 80% had color screens. All could access the web (at least 
via WAP) and exchange SMS text messages; over 66% were high speed 
(at least GPRS/ EDGE/CDMA2000 1xRTT) and  20% of were 3G phones. 
4G is currently being deployed and global (dual GSM/CDMA) capable 
phones being sold at staggering rates. 

In 2011: Apple sold more iPhone, than it had sold Mac computers 
over the last 17 years 

Mobile in Context 



Mobile Is . . . . 
 
ÁPersonal ς always attributable to an individual 

ÁPervasive ς one screen unites everything 

ÁInstant ς here and now 

ÁLocal ς it goes where you go 

First thing you check when you wake,  
last thing you check before going to bed! 

 

Within reach over 80% of every day ! ! 

92% of owners cannot get through a typical day 
without using their mobile phone 

Source: The Mobile Life, YouGov Survey 2006 

²Ƙȅ Řƻ ȅƻǳ ǘƘƛƴƪ ǘƘŜȅ Ŏŀƭƭ ƛǘ ŀ ΨsellΩ ǇƘƻƴŜ Κ 



Demographics are Changing 

Boost 

Boost Mobile  



Gaming Deals Search & Community 

GeoLocation Apps Collect Information 

�Z���Z�����l�]�v�P���]�v�_���u�}�š�]�À���š���������Ç���À���o�µ�������Æ���Z���v�P���W�� 
Deals, information, interaction, bragging rights 


